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Abstract 

 

Protecting intellectual property by trade secrecy has become an increasingly attractive 

alternative to more conventional modes of IP protection, like patenting and copyright. 

This paper provides a statistical, econometric and case study analysis of the protection 

and valuation of trade secrets under the US Economic Espionage Act of 1996 (which 

criminalised trade secret theft).  

A new data set is created using EEA prosecutions from 1996 to 2008. By 

statistical and econometric analysis, it is shown: (a) that both high and low valuations 

of trade secrets follow a log-normal distribution, supporting Gibrat‟s Law; and (b) 

that, while there is no significant difference in estimates of magnitudes of theft using 

diverse economic valuation methods (e.g. unjust enrichment, reasonable royalty etc), 

there is a significant difference between both high and low estimates, and the cross 

reference value which is often used in sentencing.  

This suggests, first, that the typical (say, modal) trade secret has quite low 

value (e.g. $5m.), but some (few) values can be very much larger (e.g. $250m.); and 

second, that determining sentence values involves other elements than pure economic 

calculation, like culpability of offenders and proportionality.   
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I Introduction 

 

This paper provides a statistical and econometric analysis of the observed values of 

trade secrets.  The valuation of the stolen trade secret in US Economic Espionage Act 

(EEA) cases plays a key role in the selection of the case for prosecution,
1
 the 

determination of sentence lengths and the level of fines as in Zwillinger and Genetski, 

[2001].  Despite this important role, the literature has not examined the valuations 

used in EEA cases, with the notable exception of Zwillinger and Genetski [2001].   

 

First, this paper analyses the size distribution of the values of the EEA trade secrets 

and develops a theoretical explanation for it following a log-normal distribution, 

based on Gibrat‟s Law.  Second, the data are analysed for evidence of statistical 

differences between estimates of trade secret values, using different valuation 

methods.  While the results of this exploration are equivocal, the observed use of the 

valuation models provides some illustration of the practical application of these 

models.  Third, it is shown that the differences between high and low estimates of 

trade secrets are statistically significant, and  further, that the values used in 

sentencing (the so called „cross reference values‟) differ significantly from those 

argued during the course of the case using economic valuations.    

 

The structure of the paper is as follows. The second section considers how the data 

were generated using U S Department of Justice and other sources. The third section 

presents the theoretical basis for expecting a log-normal distribution of the values of 

trade secrets, based on Gibrat‟s (1931) reasoning.  The fourth section presents kernel 

density estimates of the distribution of both high and low values of trade secrets, and 

tests the Gibrat hypothesis. The fifth section compares the value of trade secrets, 

under different economic valuation methods.  The sixth looks at the different 

underpinnings of various models for damages calculations (e.g. income, cost, market 

etc.). The seventh section contains further statistical and econometric analysis of 

differences between high and low estimates of trade secret values, and cross reference 

values.   The eighth section examines the implications of having a range of values for 



trade secrets, and their impact on sentencing.  Finally, the ninth section concludes by 

summarising findings, and suggesting further directions for research. 

 

II The Data 

 

The data used in this paper cover the period 1996-2008. The evidence base was 95 

cases (involving 147 defendants) arising from prosecutions invoking the Economic 

Espionage Act. The methods used for obtaining these cases involved either the 

Department of Justice (DOJ) or the Public Access to Court Electronic Records 

(PACER). For the first method, two DOJ sources were used: the tables of EEA 

prosecutions from 1999 to 2005; and the DOJ press releases.  

 

These sources can be accessed through the <usdoj.gov> web site, using the 

<criminal/cybercrime> section. For the second method using PACER entailed a 

search of all court records by prosecution code. This was time intensive, and involved 

identifying all 1832  theft of trade secrets cases, of which about forty cases were 

unearthed which had neither been subject to DOJ press releases, nor included in the 

EEA prosecutions tables.  

 

Once these cases had been identified, they were investigated further using docket 

reports (viz. lists and summaries of judicial proceedings, like appearances and 

actions), court documents, and online media coverage. The docket reports were the 

most useful source of quantitative evidence. They provided data on filing and 

termination dates, sentences, fines and conviction codes. Linked to certain dockets 

were sometimes court documents, involving the likes of plea agreements and the 

original criminal complaint. These could provide qualitative evidence about 

defendants, on the alleged crime and the victim. Media reports were often useful in 

providing details on: the victim‟s relationship to the defendant; the alleged value of 

the stole trade secrets; and parallel civil actions. A number of academic papers were 

also useful in providing further information about the EEA and specific cases, 

including Effron (2003), Carr, Morton and Furniss (2000), Carr and Gorman (2001), 

Zwillinger and Gentski (2000) and Nasheri (2005).  



Overall, the new evidence gathered in this hybrid fashion provides a unique data 

source on the use of trade secrets, their theft, and the policy actions available to 

governments.  

 

III Theoretical Basis 

 

Our analysis begins with an investigation into the likely form of the distribution of 

trade secrets. In practice, these values are the observed values of the stolen trade 

secrets which have come to light in Economic Espionage Act cases.  It will be argued 

that a log-normal distribution of the value of trade secrets may be expected.  The basis 

for this is a combination of Gibrat‟s Law of Proportional Effects, see Gibrat [1931], 

Eeckhout [2004], and the Central Limit Theorem.  This section introduces Gibrat‟s 

Law, its relationship to the log-normal distribution, and explains its relevance to the 

distribution of trade secret values.  

 

As applied to firms, Gibrat‟s Law of Proportional Effects argues that the growth rates 

of firms are a random process and are not dependent on the initial size (e.g. as 

measured by assets).  Gibrat observed the log-normal distribution of firm size and 

inferred that the underlying growth process was proportionate.   

 

More formally, if size is measured by assets, suppose an asset value



At  at time period 

t.  Then, according to Gibrat‟s Law the change in asset size over one time period is a 

random proportion of its size in the previous period: 

(1) 



At  At1 tAt1

where t  has mean zero and is serially uncorrelated
 

Rewriting this, we find the growth rate of



At  can be expressed as: 

(2) 
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Taking the summation of both sides of (2) over I number of periods, we find: 
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As Eeckhout [2004] notes, following Aitchison and Brown [1969], letting the finite 

change in assets (ΔA) in the numerator of the left hand side of equation (3) tend to the 

„small‟ differential dA, and therefore going to the integral from the sum, in the limit, 

the following approximation holds: 

(4) 
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which is equal to the right hand side: 

(5) 

∑t εt             

Given initial asset value



A0 (3), (4) and (5) can be re-written as: 

(6) 

Ln AI = ln A0 + ε1  + ε2 + ……+ εI
 

By the Central Limit Theorem, the right-hand side of the Equation (6) will, in the 

limit (as I ), be normally distributed. Thus we can denote the equilibrium (i.e. 

asymptotic) distribution of log assets (ln A) as: 

(7) 

Ln A ~ N(μ, 
2
) 

which is the normal distribution with mean , and variance 
2
. 

 

By definition, if the natural log of A is normally distributed, then A is said to be log-

normally distributed, which is denoted: 

(8) 

A ~ LN(μ, 
2
) 

 

Thus, Gibrat‟s Law of Proportional Effects results in a log-normal equilibrium 

distribution of assets. 



 

In applying Gibrat‟s Law to the trade secrets, we consider a firm‟s trade secrets to 

have an asset value in a certain year of A.  As the trade secret is an asset within the 

firm, it generates, or can have imputed to it, an annual income of (Y) for the firm. If 

the rate of interest per year is r, then the following simple proportional relationship 

will hold:  

 (9) 

Income = (Interest). (Assets)  

or Y = rA 

 

This confirms practice, that is to say, the value of trade secrets is often based on the 

income stream attributable to the trade secret.  As we shall see in section six below 

the income models (e.g. the reasonable royalty model), Zwillinger and Genetski 

[2000], are based on income streams directly, while the other models, cost and market 

models, account for income streams indirectly.  Cost models (e.g. the R&D costs 

model), Glick et al. [2004], aim to address the potential income of a trade secret. The 

argument is that, lacking secure knowledge of expected income, the prudent firm will 

reason that the greater are the development costs assigned to projects, the greater are 

the investments in plant and personnel undertaken as a consequence, and it is this that 

can create outputs which positively correlate with the expected income from the 

innovation.  The “flash of genius” phenomenon aside, firms will be willing to invest 

more in developing trade secrets with higher expected income.  The same can be said 

for the market models, as the market may chose to value a trade secret based on its 

income. 

 

To conclude, if Gibrat‟s Law holds for asset growth, the distribution of the value of 

trade secrets will be log-normally distributed.  In the statistical work that follows in 

this paper, this Law provides the key hypothesis.  The following sections will 

examine the data and test these hypotheses, using kernel density estimation, log-

normal probability plots, and further parametric and non-parametric statistical 

inference  

 



IV Distribution of Values of Trade Secrets 

 

Our estimates of the value of the stolen trade secret are grouped into low and high 

estimates.  The “low” estimates, being the most conservative, form the basis of most 

of the statistical and econometric analysis.  This method of addressing the diverse 

nature of the values, and using the more conservative lower estimate, follows the 

prescription of Carr and Gorman [2001]. The values of the trade secrets, both low and 

high estimates, have been deflated to reflect 2008 values.   

 

A kernel density estimator of all of the low estimates (at 2008 values) is given in 

Figure 1. We observe that for these data, the majority (79%) of the stolen trade secrets 

are worth less than $5 million. The sample size for low values estimates is N=29, and 

the mean of low values is $4.47 m with the mode (i.e. value for a maximum on the 

probability density) much lower; and the standard deviation is $9.95m. 

 

Figure 1: Kernel Density Estimates of Low Estimates
2
 

 

 

This smoothing exercise was achieved using the Epanechnikov kernel estimator, with 

bandwidth 3.3 e
5
,   computed using STATA software.  The distribution of trade secret 

values (based on low estimates), as shown in Figure 1, strongly suggests a log-normal 

distribution.   Thus, it is defined only for positive values of the variate, is uni-modal, 



and is strongly positively skewed, with a characteristically long tail stretching towards 

positive infinity.  As the sample size for the kernel density estimation is relatively 

small (N = 29), if the log-normal distribution holds, then one would expect a larger 

sample to be likely to show a smoother long right tail for the probability density. 

 

Figure 2: Confidence Intervals for Log-normal Distribution of Low
3
 

 

 

While Figure 1 suggests confirmation of the hypothesis embodied in equations (1) to 

(9) above, it does need to be tested formally. A lognormal probability plot, which is 

used for this test, as seen in Figure 2, does indeed suggest that the data fit a log-

normal distribution, as all of the data points are well within the 95% confidence 

interval bounds, as indicated by the two outer lines surrounding both the data and the 

corresponding linear function fitted by the method of maximum likelihood.  Thus on 

this evidence, the Gibrat hypothesis is not rejected.  

 

We have also utilised the Anderson-Darling (AD) test (also known as the empirical 

cumulative distribution function test, ECDF) for testing for departures from normality 

(here, log-normality), which is one of the most powerful tests available in the present 



context, D‟Augostino and Stephens (eds.) (1986).  Briefly, and informally, the greater 

is the AD statistic, the lesser is the support for the lognormal hypothesis. And the 

larger is the prob value, the lesser is ability of the test to reject the null hypothesis of 

log-normality. The goodness of fit statistic, noted as AD in Figure 2, for Anderson-

Darling,
4
 allows for a comparison between distributions where smaller values are 

preferred.
5
  In this case (viz. figure 2), the AD statistic for the log-normal distribution 

(AD = 0.6) was found to be the lowest, when compared to several alternate 

distributions.  The probability value calculation, based on the AD statistic
6
, gave p-

value = 0.108.  As the null hypothesis is that the data support the log-normal 

distribution, and the p-value in this case is greater than 0.05, the null hypothesis is not 

rejected. Hence log-normality is supported for the distribution of low values of the 

trade secrets data. 

 

Figure 3: Kernel Density Estimates for High Values
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Similar results were found to hold for the high value estimates. Figure 3 presents the 

kernel density estimates for high values. Here again, as in the rest of this article, the 

Epanechnikov kernel estimator is used. The mean value is $26.3m., and the standard 

deviation is $88.7m. The modal value (of below $5m.) is again well below the mean 

value, as in Figure 1 The kernel density estimates again suggest that the data are a 



good fit to the log-normal distribution, this time for high value estimates, for similar 

reasons to those already adduced in the case of Figure 1 for the low value estimates. . 

 

Figure 4: Confidence Intervals for Log-normal Distribution of High
8
 

 

 

 

Figure 4 again shows a probability plot of the high estimates against their expected 

log-normal distribution and it shows that all estimates lie within the 95% confidence 

interval bounds. Thus further support for Gibrat‟s Law is suggested in the high value 

estimates case.   The AD statistic is even lower in this case (AD = 0.48), which 

strongly suggests that the log-normal distribution for representing high value 

estimates is preferred to alternate distributions.   More precisely, the corresponding 

AD prob value is 0.221, which again, as it is greater than 0.05, results in a failure to 

reject the null hypothesis that the high value data estimates support the implication of 

the Gibrat‟s Law of a log-normal distribution. . 

 

To summarise, both Figures 1 and 3 have a generic form of densities that suggest the 

log-normal (viz. defined for positive values, uni-modal and strongly positively 

skewed); and  Figures 2 and 4, with their corresponding AD diagnostics,  cannot 



reject the null hypothesis that the distribution of the value of trade secrets, for both the 

Low and High estimates, conforms to a log-normal distribution.  That is, we find in 

favour of Gibrat‟s Law (and its implied equilibrium distribution) for representing the 

distribution of the value (high or low) of trade secrets. 

 

This finding of the log-normal distribution of the EEA valuations data suggests that 

the majority of trade secrets are relatively modest in value (in the case of the low 

estimates, less than $5 million), as indicated by the low modal values on the kernel 

densities of Figures 1 and 4; whereas just a few trade secrets are very valuable, as 

indicated by the long right tails in these same figures.  In this, it mimics, as noted in 

Limpert et al [2001], the ubiquity of the log-normal distribution for explaining the 

personal distribution of incomes.  This commonality between income and the value of 

the trade secret underscores the idea that trade secrets are worth what they can earn.  

That is, that the value estimates generated by the various models behave in a manner 

similar to those which we would expect to see in values based purely on the potential 

income of the trade secret.  Another comparison can be drawn with gold deposits, 

which are also, as noted in Limpert et al [2001], log-normally distributed.  Thus, to 

put it metaphorically, the value of trade secrets follows the distribution of the 

discovery of gold - with lots of small nuggets being unearthed, but just a few large 

ones. 

 

The log-normal distribution of the value of trade secrets also mimics that of the 

distribution of its sister form of intellectual property, namely patents. As Trajtenberg 

[1990] notes, “the distribution of patent values is highly skewed toward the low end, 

with a long and thin-tail to the high value side.”
9
  Harhoff et al [1997] find that the 

distribution of patented invention values, based on interviews with German patent 

holders, also fits a log-normal distribution value.  As Lanjouw et al [1998] notes, log-

normal distributions for the values of patents are also found in Shankerman and Pakes 

[1986], Lanjouw [1992] and Shankerman [1998].  Thus, trade secrets exhibit the same 

distribution of values as do patents.  If the decision between protecting IP by patents 

or by trade secrets is made rationally, we would expect a similar distribution of their 

values. In turn, this suggests that the underlying values of the innovation protected by 

these IPR are similar. 

 



The application of Gibrat‟s Law to the valuation of trade secrets provides a theoretical 

explanation for the log-normal distribution of all the values we have encountered so 

far.  As our EEA data indicate, the distributions of the various values of the trade 

secrets all conform to the log-normal distribution;  and this finding mimics results 

found in many other fields, for example: firm size (Reid and Xu [2009]); city size 

(Eeckhout [2004]) and personal income (Limpert et al [2001]). 

V Comparing Values of Trade Secrets  

 

Developing the discussion earlier of the variety of methods (e.g. for damages 

valuations of trade secrets, the data are now analysed for evidence of statistical 

differences between the methods.  In Table 1, the cases are tabulated according to 

figures arising from the estimation method using the low estimates.  The estimation 

method was identified in roughly two-thirds of EEA cases where an estimate of the 

stolen trade secret was published.  One outlier, using the Market Value method, the 

$108m estimate for the Lucent source code, has been removed.
10

  Although the 

sample is relatively small and quite noisy we shall see that there is still much that can 

be revealed from these data.   

 

Table 1: The Value of Trade Secrets by Method 

Estimate of TS using various methods* (i-vi) 

EEA Cases 1996-2008 

*Using “low” estimates  

  (i) (ii) (iii) (iv) (v) (vi) 

Method Unjust 

Enrichment 

Lost 

Profits 

Reasonable 

Royalty 

R&D Actual 

Damages 

Market 

Value 

Mean $5,728,000 $708,000 $1,000,000 $10,968,000 $207,000 $10,145,000 

Standard 

Deviation 

$6,422,000 $411,000  $18,950,000 $390,000 $13,832,000 

Number 

of cases 

4 2 1 4 5 5 (1 outlier 

removed)
11

 

 

 

A scatter plot (not shown) of the valuations methods used (listed in Table 1 - top row 

-  unjust enrichment, reasonable royalty, etc.) against trade secret values, using low 

valuations, shows there is marked clustering of values at the lower end of the scale.   

This is consistent with our findings of log-normal distributions of values, as presented 

in the previous section, where the proportionally most prevalent cases are associated 



with very low values.   However, the distribution of these values across calculation 

methods does not suggest (at least for our small sample size, N = 21) systematic 

differences between the methods. 

 

In order to examine the evidence for statistically significant differences in values 

between the various methods, our data were first subject to an analysis of variance 

test. The diagnostics were:  F = 1.11 and prob value = 0.39; which indicates lack of 

significance.   Further, we conducted Student‟s t-tests for differences between the 

means of the various overarching calculation methods. As the sample size was small 

(N = 21) and the number of categories was relatively high (6), the data were 

aggregated by groups of estimation methods.  This grouping of the estimation 

methods was by income, cost and market models.  This too failed to detect a 

significant difference between the means (with prob values being 0.80, 0.50 and 0.28 

for cost v. income, cost v. market, and income v. cost models, respectively).  That is, 

on the evidence that we have, we can find  no statistical support for differences 

between the mean values generated by the different calculation methods.  We note 

that that all these tests were conducted by using logarithmically transformed 

observations to take account of the known log-normality of our variables.  

 

In conclusion, in our search for potential differences in values arising from different 

calculation methods, our tests show no statistically significant difference between the 

mean values generated by the various models.  None of the differences are significant 

at the 10% level.  This suggests that, despite the differences in algebra and 

methodologies of the diverse approaches behind valuation models, these various 

methods do not, in fact,  produce statistically distinguishable mean valuations. 

 

There are two plausible explanations for this lack of observed differences in the 

observed means of the various models. One explanation is that the sample size (N = 

21) is perhaps too small to detect such differences.  The lack of the detection of a 

difference is possibly due to the quite noisy sample data and the small sample size per 

method.  However, we should have faith in our appropriate use of small sample 

distribution theory for small samples; and an alternative explanation is that no 

difference between the methods exists.  This may be because, when looked at in a 

detailed way, the diverse valuation methods are arguably based on the same 



economically sound theory, although going at the same goal from a different 

direction.  Further, as we shall see, whilst different valuation methods may, in 

applications, produce different valuations for the same trade secret, this need not point 

to a systematic difference in valuations across the methods themselves.   

VI Underpinnings of Valuation Models 

 

The statistical and econometric analysis of the data above highlights some important 

issues regarding the application of the various damages valuations models.  We shall 

look at the broad categories of income, cost and market models of valuation, as in the 

tests reported in the previous section.  

 

Income Models 

 

Despite their theoretically robust foundations, income models are only used in one 

third of all cases.  This is surprising as the discounted cash flow analysis at the heart 

of these models is a standard tool in financial analysis (Hitchner [2006]).  This 

suggests that not only will firms be more familiar with these methods, but also that 

their long established and well-researched status makes these models a potentially 

strong legal tool.   

 

Further support for the use of income models can be found in the Uniform trade 

secrets Act (UTSA). The UTSA is the state legislation that regulates civil trade secrets 

cases.  The act pre-dates the EEA but is only used in 43 states; however the general 

principle of the act is used nationwide.
12

  The act states: 

 

Damages can include both the actual loss caused by misappropriation and the 

unjust enrichment caused by misappropriation that is not taken into account 

in computing actual loss. In lieu of damages measured by any other methods, 

the damages caused by misappropriation may be measured by imposition of 

liability for a reasonable royalty for a misappropriator's unauthorized 

disclosure or use of a trade secret. (Emphasis added). 
13

 

 

The UTSA‟s use of the phrase “actual loss” can be interpreted to include Lost Profits 

and/or Actual Damages.  The use of the Income models in UTSA cases further 

underscores the well-established foundations of these models.  In addition, it provides 

legal practitioners with a body of case law. 



Reasonable Royalty is a particularly appealing model as it can be implemented 

regardless of the actions of the thief.  Unlike Unjust Enrichment and Lost Profits, 

which both require that the thief actually use the trade secret, Reasonable Royalty can 

be more universally applicable.  Zwillinger and Genetski [2000] argue for the use of 

Reasonable Royalty in EEA cases as being most in line with Sentencing Guidelines.  

They argue “When ascertainable, this [Reasonable Royalty] measure values stolen 

information at the moment and in the context of the misappropriation, and it takes into 

account, but does not exclusively rely upon, the defendant‟s intention to exploit 

information.”
14

  

  

Despite these arguments, our EEA data shos only one identified case involving the 

use of Reasonable Royalty in calculation of the low estimates.  This suggests that, 

despite its theoretical popularity, the method is not popular with prosecutors and 

defendants.  This could suggest an aversion to the use of models that are entirely 

theoretical.  Unlike Cost Models and instances of Lost Profits or Unjust Enrichment, 

in which relatively stronger proof of the value of the trade secret exists, Reasonable 

Royalty relies entirely on the hypothetical agreement between the willing licensee and 

willing licensor.  This suggests a difference in the culture of Economists and 

Prosecutors, as discussed in Anson and Suchy [2005].   

 

Cost Models 

 

The cost models are used in approximately one third of identified EEA cases.  

Innovative firms are likely to keep good accounts as to the Research & Development 

costs, which makes the model appealing for its ease of application.  As Glick et al 

[2004] argue, “the owner‟s investment in the trade secret can be used as a proxy for 

the trade secret‟s minimum value.”
15

 Despite this, the lack of statistical difference 

between the average values generated by using Cost Models in EEA cases indicates 

that R&D investment may not represent the minimum value.   

 

Actual Damages are used in five cases, which represent roughly 17% of the EEA 

cases with identified trade secret values.  Despite the lack of theoretical robustness, as 

damages associated with the theft could be independent of the trade secret value, 

Actual Damages presents a fairly straightforward legal approach.  The victim must 



merely present evidence of the direct costs resulting from the theft, as in U.S. v. 

Kim
16

.  The relative popularity of this method is likely to be because the damages 

value is restricted to those damages incurred as a direct result of the theft. 

 

Market Models 

 

The Sentencing Guidelines favour the use of Fair Market Value, when available: 

 

The fair market value of the property unlawfully taken or destroyed or, if the 

fair market value is impractical to determine or inadequately measures the 

harm, the cost to the victim of replacing that property.
17

 

 

However, the Market Models have generated the widest range of trade secret 

valuations of the three types of models.  This wide range is likely explained by the 

relatively subjective nature of the measurement of Fair Market Value when compared 

to other models.  Unlike the Cost models, which rely on past expenditures, and the 

Income models, which rely on past and projected income, the Fair Market Value 

models use the somewhat nebulous concept of the value placed on the trade secret by 

the theoretical seller.  The reported range actually represents a conservative estimate 

as the removed outlier ($108 m) was calculated using Fair Market Value.  The use of 

Fair Market Values is limited by the type of trade secret, as there may be a limited 

market for the trade secrets in question as they are often specific.  Bid information, for 

example, has no legitimate Fair Market Value, as no legal market for bid information 

exists.  Thus, while the sentencing guidelines may call for the utilisation of Fair 

Market Value, its application is less than straightforward. 

 

VII Further Statistical Analysis: The Range of Estimates 

 

As mentioned above, each trade secret included in our analysis has at least one 

estimated value, and, in most cases, has two values – one low estimate and one high 

estimate.  To test for a statistical difference between the two samples, low v. high, a 

paired t-test was performed, the results of which are shown in Table 2.  The sample 

size is restricted to only those cases in which the high estimate is distinct from the low 

estimate.  This reduces the sample size to N = 16, but the statistical results agree with 

the unreduced sample.  The test is run on the natural-logs of values of the estimates, to 

reflect our knowledge of the sample‟s log-normality.  



Table 2: Paired T-Test for Difference between Low and High Estimates 

Paired Sample Statistics 

 Mean N Std. 

Deviation 

  

Ln (Low) 12.33 16 2.04   

Ln (High) 14.91 16 2.73   

Paired Sample Correlations 

 N Correlation Sig.   

Ln (Low) & 

Ln (High) 

16 0.46 0.07   

Paired Samples Test 

Paired Differences   

Ln (Low) –Ln 

(High) 

 95% Confidence Interval of 

the Difference 
  

Mean Std. 

Deviation 

Lower Upper df Sig. (2-

tailed) 

-2.58 2.54 -3.93 -1.22 15 0.001 

 

 

Although the low and high value estimates are correlated (the coefficient of 

correlation is 0.46 and it is significant at the 10% level), our t-test indicates that the 

means of the two samples are statistically different.  The mean of the variate ln(Low) 

differs from the mean of the variate ln(High) by -2.58; and this is significant at the 1% 

level.  This is a very meaningful difference from an economic standpoint, as it 

corresponds to a difference of as much as $39.6 m, based on the untransformed values 

of means.  A further (non-parametric) test, the Wilcoxon test, indeed confirms, on 

weaker assumptions, that the statistical difference between the two samples is highly 

significant (prob value = 0.00). 

 

The statistical approach of this section is readily related to that of the fourth section 

above, by use of further probability plots. As a visual representation of the evidence, 

Figure 5 is quite revealing about the relation between the Low and High Estimates.  



Earlier in this paper (in its third section) probability plots were used as a device to 

measure whether the data could support a log-normal distribution.  Figure 5 now 

presents a combination of Figures 2 and 4. First, we observe that the observations, 

side by side, strengthen the support for log-normality of the value estimates in 

general.  Second, they also highlight the differences between the Low and High 

estimates, as they are seen by direct visual inspection to confirm the statistical tests; 

that they represent two separate populations (denoted by the dots and diamonds, 

respectively, in Figure 5, and by red and black in colour prints). 

 

Figure 5: Probability Plot for High and Low 

 
 

The implications of this statistical difference between the estimates are far-reaching.  

Reporting of trade secret theft,
18

 the decision to prosecute
19

 and sentencing decisions 

are all linked to the alleged value of the stolen trade secrets.  Given the differences in 

estimations for the same trade secret, this increases uncertainty for owners of trade 

secrets, as the value of these secrets is unclear.  Additionally, these statistical 

differences support the view that the valuations are sensitive to the point of view of 

the party arguing the value (as noted in Carr and Gorman [2001]).  Given the burden 



of proof in criminal cases, this presents a problem for achieving justice when 

sentencing thieves.   

 

Cross Referencing Method 

 

Following Zwillinger and Genetski [2000], the values of the trade secrets in EEA 

cases are estimated in a „cross referencing‟ method using a combination of actual 

sentences and sentencing guidelines.  The guidelines associate the offence level with a 

corresponding loss figure.  Starting with a base offence level of six to reflect the base 

level recommended by the Department of Justice,
20

 the figure was adjusted up by two 

levels for convictions including Economic Espionage or crimes committed by 

defendants considered insiders to the company (as in Zwillinger and Genetski, 2000].  

Using the incarceration period obtained via docket reports and the offence level, the 

corresponding loss estimate was obtained using the 2008 Sentencing Guidelines for 

consistency.   

 

Formally, the method is deployed as follows: 

 

First, the incarceration period (in months] of the convicted defendant is cross-

referenced with the Offence Points, according to the sentencing guidelines, in the first 

column as shown in Table 3.  Note that the ranges for the incarceration months 

overlap; thus the mid-point of this range was used to find the closest match to the 

defendant‟s incarceration period.   



Table 3: Incarceration and Corresponding Offence Points 

 

Range of Months of 

Incarceration 

Offence Points 

Incarceration 

Minimum 

Incarceration 

Maximum 

 8  0 6 

 9  4 10 

… … … 

 14  15 21 

 15  18 24 

 16  21 27 

… … … 

 42  360 life 

 

 

Second, the Offence Level is calculated according to Table 4 using information about 

the defendant gathered from the case documents and reports. 

 

Table 4: Calculation of Base Offence Level 

Base Offence 

Points 

Adjustment 

6 Base Offence level according to DOJ Manual 

+2 
Assumed for all defendants (for more than minimal planning 

(according to Zwillinger et al)) 

-2 
Assumed for all defendants (for acceptance of responsibility 

(according to Zwillinger et al)) 

6 subtotal 

+2 
If Charged with 1831 (Economic Espionage, which has a higher 

offence level) 

+2 If considered “insider” (also a higher offence level) 

 Total, then cross-referenced with Sentencing Guidelines 

 

 

 



The value obtained from the total in Table 4 is then subtracted from the value 

obtained in Table 3.  The remainder is then cross-referenced with the values of the 

stolen trade secrets, as dictated by the Sentencing Guidelines.  The corresponding 

value, in the second column, is called the Xref value. 

 

Table 5: Offence Points based of Value of Stolen trade secret. 

Points 

Value of Stolen 

trade secrets 

0  5,000  

2  5,000  

4  10,000  

6  30,000  

8  70,000  

… … 

30  400,000,000  

 

 

To illustrate this method further, we will use the case of U.S. v. Meng.
21

  The 

defendant, Meng was sentenced to 24 months in prison for stealing software source 

code from Quantum 3D.  Meng was also charged with Economic Espionage (1831).   

 

According to the Xref  method, based on an incarceration period of 24 months, Table 

3 dictates that the offence points total 16.  Moving to Table 4, Meng is assigned 6 for 

the base offence level and +2 for the 1831 charge, which gives a total of 8.  

Subtracting 8 from 16 gives us a remainder of 8.  Cross-referencing this value with 

Table 5, we find that the corresponding value of the stolen trade secret was assumed 

by the court to be $70,000. 

 

It should be noted that this method is the reverse of how the court calculates the 

incarceration period.  The court first calculates the offence points and then calculates 

the incarceration period.   This Xref method seeks to start with the incarceration 

period and work backwards to obtain the estimated value of the stolen trade secret. 

 



Figure 6: Kernel Density for Xref Values 
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Using this method, loss estimates were obtained for 41 cases. These Xref values had a 

mean of $241.3k and a standard deviation of $579.7k. We note this mean value is 

much lower than for either the Low or High mean valuation estimates (cf. Figures 1 

and 3 above).  The kernel density smoothing estimate for Xref values is shown in 

Figure 6.  We note the mode is also much lower than for Low and High estimates in 

Figures 1 and 3 above. Whilst at first sight Figure 6 suggests a log-normal 

distribution, a statistical analysis of the distribution of the Xref values fails to confirm 

this conclusion.  In fact, a comparison of four different probability distributions (see 

Figure 7) appears to favour a loglogistic distribution (AD = 2.04) over the log-normal 

distribution (AD = 2.10).  However, the test statistics for these two distributions 

results in a rejection of the null hypotheses (of log-normal or loglogistic distribution) 

with a p-value of 0.01 (for both log-normal and loglogistic).  Hence, the data do not 

appear to confirm to any of these classic probability distributions. 

 



Figure 7: Comparison of Probability Distributions for Xref 

 

 

Our  evidence that the Xref values do not follow the same distribution as the High and 

Low values suggests that the Xref values differ from the other two valuations 

fundamentally.  Indeed, our further statistical analysis of the data indicates that the 

loss estimates used in sentencing (Xref) are statistically lower than both the high and 

low estimates, as indicated by the results reported in Tables 6 and 7. 

 

As the distribution of Xref does not follow the log-normal distribution, it follows that 

we cannot assume that  ln(Xref) has a normal distribution.  Given the non-normal 

distribution, we cannot use a paired samples t-test to test for differences between Xref 

and the other valuations.  Hence, we use the non-parametric Wilcoxon
22

 signed-rank 

test, whose construction is not predicated on normality. 

 

This test is first performed in Table 6 to compare the means of the Xref and High 

values. There, the Wilcoxon test indicates that the mean of the Xref values is 

significantly lower than that of the High values (Z= -3.44; prob value = 0.001). More 



remarkable, is that this test then indicates (Table 7) that the mean of the Xref values is 

even significantly less than that of the  Low values (Z = -2.80; prob value = 0.005). 

 

Table 6: Wilcoxon Signed-rank Test of Cross Reference Method and High 

 

Ranks 

   N Mean 

Rank 

Sum of 

Ranks 

Xref - High  Negative 

Ranks 

Xref < High 19 10.37 197 

 Positive 

Ranks 

Xref > High 1 13 13 

 Ties Xref = High 0   

 Total  20   

  Test Statistics   

 Z Asymp. Sig. 

(2-tailed) 

   

Xref - High -3.435 0.001    

 



 

Table 7: Wilcoxon Signed-rank test of Cross Reference Method and Low 

 

Ranks 

   N Mean 

Rank 

Sum of 

Ranks 

Xref - Low  Negative 

Ranks 

Xref < Low 16 11.25 180 

 Positive 

Ranks 

Xref > Low 4 7.50 30 

 Ties Xref = Low 0   

 Total  20   

  Test Statistics   

 Z Asymp. Sig. 

(2-tailed) 

   

Xref - Low -2.800 0.005    

 

 

 

 

To summarise, the Wilcoxon Signed Ranks test indicates that the Low and High 

estimates are different, in so far as their means are significantly different (both at the 

1% level).  Perhaps more important, this evidence further indicatess that courts are 

using considerably lower cross reference values (Xref) than even the Low estimates 

generated by the various valuation models.  This translates into a difference in raw 

means in the paired Cross Referencing–Low sample of as much as $6.45 million.  

This evidence indicates that the values used in sentencing are statistically significantly 

lower than those argued in the course of the case. 

 

VIII Implications of Differences in Means of Valuations  

 

The statistically significant difference between high and low valuations, and their own 

disconnection with cross reference values used in court, all for the same trade secret, 



is cause for concern, both in terms of the impact of the economic policy behind, and 

the prosecution of, trade secret crimes in the US justice system.   

 

As Zwillinger and Genetski [2000] note, “Because the loss analysis in an EEA case 

largely determines whether the defendant is going to prison, slight variations in the 

loss amount are quite meaningful.”
23

  The evidence demonstrates that incarceration 

periods may be lower due to courts choosing to use lower valuations.  This could be 

due to the defendants‟ successful arguments for the application of the lower values.  

Considering that the defendant and prosecution are on opposite ends of the bargaining 

relationship, the statistically lower values used in sentencing guidelines suggests that 

this may be the case.  It also suggests that courts may recognise the difficulties facing 

the valuation of trade secrets and are maintaining a conservative approach by using 

lower values.  In an examination of three case studies, Green et al [2000] note, “the 

department essentially went in the tank on two of them and just said, „We cannot 

value this thing [the trade secret],‟ and the guys [defendants] got probation.”
24

 

 

As Zwillinger and Genetski [2000] note, in addition to the complexity of valuation 

methods, the goal of the values used in sentencing (i.e. Xref values) is not solely that 

of determining a fair market value:  

The purpose of the Guidelines is to achieve sentences that accurately reflect 

the culpability of offenders in a consistent, uniform and proportional manner.  

In attempting to adhere to both the letter and purpose of the Guidelines, 

sentencing courts often struggle to make a fair market value determination. … 

In EEA cases, where the actual or intended loss to the victim or gain to the 

defendant can be disproportionate to the market value of the trade secrets, use 

of the market value determination alone will not always produce a sentence 

that is just.
25

   

 

Indeed, the authors note that the discrepancy between the values argued in the course 

of the case and those used in sentencing is recognition by the court that these values 

may overestimate the actual or intended loss or gain.  Thus, the criminal context of 

the EEA may play a large role in accounting for the statistically significant  

differences between these values. 

 

Nonetheless, while the evidence indicates a favourable environment for would-be 

trade secret thieves, it lowers the incentives to innovate.  Given the wide variability of 

the valuation calculation methods and the evident use of lower value estimates in 



practice, the trade secret owner faces increased uncertainty as to the strength of the 

protection provided by trade secrets.  Thieves face lower disincentives to steal and the 

trade secret owner is confronted with diverse estimates of value.  This inherent 

uncertainty therefore reduces the value of trade secrets to owners, as a weakly 

protected trade secret has lower expected value to its owner.  While Shankerman et al 

[2001] argue that infringement and damages payments may be beneficial for the 

patent owner, their argument is based on a patent protected research tool.  Trade 

secrets, unlike patents, by definition derive value from their secrecy.  The weaker the 

protection of this value, the lower the rewards to innovation.  Thus, the increased 

uncertainty associated with the protection of trade secrets decreases incentives to 

innovate. 

 

The EEA sought to increase the overall protection for trade secrets, to unify the legal 

status at the federal level and to provide protection against foreign Economic 

Espionage. The evidence uncovered regarding the damages calculations indicates that 

the EEA is not being used to its full capacity.  Legal scholars, including Carr et al 

[2000], have raised concerns that the EEA may go too far in increasing the strength 

and definition of trade secrets.  The use of lower values by courts could be a 

deliberate move to balance out some of the controversy surrounding the increased 

legal power of trade secrets created by the EEA.
26

   

IX Conclusion 

 

In conclusion, our paper makes the following contributions, in terms of advancing the 

intellectual property rights literature of industrial organization.  

 

(a) It shows how publically available US sources (e.g. Department of Justice) can 

be used to construct a data base that is well suited to examining the values of 

trade secrets, from the perspective of diverse calculation methods.  

(b) It sets out a model of asset growth in innovating firms, inspired by Gibrat‟s 

Law, which suggests estimated values for trade secrets should follow a log-

normal distribution.  

(c) It tests, using lognormal probability plots, the Gibrat‟s Law, for both Low and 

High value estimates of the value of trade secrets, and finds the null 

hypothesis of log-normality cannot be rejected.  



(d) It shows, using kernel density estimation, that the modal trade secrets has a 

very low value, and that very few trade secrets are of great value.  

(e) It shows, using parametric methods, how estimates of trade secret values do 

not vary significantly across valuation methods, for the same secret.  

(f) It  tests whether High and Low estimates of trade secrets have values which 

are statistically significantly different, and finds that this is indeed so.  

(g) It shows that cross-reference (Xref ) valuations are not log-normally 

distributed, nor distributed according to any classical density.  

(h) It tests, using non-parametric methods in the light of (g), whether cross 

reference values and High and Low values differ statistically, and finds that 

indeed they do, with Low estimates being significantly below High estimates, 

and the mean cross reference value being significantly less than even the mean 

Low value.  

 

More generally, we note that the values created by trade secrets indicate that they play 

a potentially important economic role in the sphere of intellectual property.  However, 

this is one aspect that has received limited academic attention.  This may well change, 

given the disenchantment with the patent system, Jaffe and Lerner [2004]. The extant 

body of trade secrets research, e.g.  Zwillinger and Genetski [2001], rests largely on 

the precedents set by the patent scholarship.  A mapping of the methods used to assess 

damages in trade secret cases demonstrates that the methods themselves rely heavily 

on those used in patent cases.  However, their application to trade secret cases is 

challenged by the secret nature and legal ambiguity of trade secrets. 

 

The EEA prosecution data provides a unique opportunity for empirical analysis of the 

use of trade secrets and their value.  The analysis of the damages valuations 

demonstrates that the valuations are highly diverse.  The loss estimates used in 

sentencing are significantly lower than those argued in the media and courts.  The 

high variability of these values undermines the legal protection for trade secrets and 

ultimately decreases the incentives to innovate. 

 

Trade secrets remain a rich source for future research.  For example, investigations 

into the possibility of sample bias in the selection of cases chosen for prosecution may 

extend the practical use of trade secrets further.  Further, the patent damages models 



used in trade secrets analysis require further exploration and extension, and this may 

result in the development of new models specifically for trade secrets.  As empirical 

evidence of trade secrets is limited, the development of further empirical sources is a 

challenging, but promising new area. 
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1
 The FBI‟s Reporting Theft Checklist asks victims to place the estimated value of the stole trade secret 

within a range. See www.justice.gov/criminal/cybercrime/reportingchecklist-ts.pdf. 

2
 Performed in Stata.  Note that this graph does not contain all of the observations; the data has been 

truncated in order to illustrate the log-normal distribution. 

3
 Performed in Minitab. 

4
 The Anderson Darling statistic is also known as the Empirical Cumulative Distribution Function 

(ECDF] test.   

5
 These graphs and tests were performed in Minitab.  According the to Minitab‟s online support, the 

software uses “the weighted square distance between the fitted line of the probability plot and the 

nonparametric step function.”  Minitab support, “What is the Anderson-Darling goodness-of-fit 

statistics?”, ID 731, available from www.minitab.com/en-GB/support/answers/answer.aspz?id=731. 

6
 According to the Minitab Support, “Calculating the Anderson-Darling Normality Test p-value using 

the AD statistic”, ID 897, available from http://www.minitab.com/en-

US/support/answers/answer.aspx?id=897&langType=1033. 

The formula for calculating the p-value from the AD statistics is as follows: 

“Suppose asq = AD, and n = number of observations. 

Let ast = asq*[1 + 0.75/n + 2.25/(n*n]]. 

If 0.600 < ast < 13, then p = exp[1.2937 - 5.709*ast + 0.0186*ast*ast]. 

If 0.340 < ast < 0.600, then p = exp(0.9177 - 4.279*ast - 1.38*ast*ast]. 

If 0.200 < ast < 0.340, then p = 1 - exp(-8.318 + 42.796*ast - 59.938*ast*ast]. 

If ast < 0.200, then p = 1 - exp(-13.436 + 101.14*ast - 223.73*ast*ast].” 

7
 Performed in Stata. 

8
 Performed in Minitab. 

9
 Tratjenberg [1990], p. 173. 

10
 As noted in Paper 4, the Lucent case, US v. ComTriad et al, 2:01-cr-00365-WHW-3, filed on May 

31, 2001 in New Jersey, the source code technology the defendants stole was generating $100,000,000 

in sales for Lucent in 2000.  This is considered an outlier as it is five times the value of its closest 

neighbour and seven standard deviations from the mean. 

http://www.minitab.com/en-US/support/answers/answer.aspx?id=897&langType=1033
http://www.minitab.com/en-US/support/answers/answer.aspx?id=897&langType=1033


                                                                                                                                                               
11

 See footnote 17. 

12
 Notes on the Uniform trade secret Act available from http://www.ndasforfree.com/UTSA.html. 

13
 Uniform trade secrets act, available at http://nsi.org/Library/Espionage/usta.htm, accessed November 

2008. 

14 Zwillinger et al [2000], p. 342. 

15
 Glick et al [2003], p. 337. 

16
 USA v. Kim, 1:08-cr-00139-SO-1, filed 26/03/2008 in N.D. OH. 

17
 D.O.J., [2008], Prosecuting IP Crimes Manual, p. 267. 

18
 Victims are required to estimate the value of the trade secret when reporting the theft.  See 

“Reporting Intellectual Property Crime: A Guide for Victims of Counterfeiting, Copyright 

Infringement, and Theft of trade secrets” Department of Justice document, available from 

http://www.usdoj.gov/criminal/cybercrime/AppC-ReportingGuide.pdf. 

19
 FBI Assistant Direct Chip Burrus “likened the FBI‟s current fraud-enforcement policies – in which 

losses below $150,000 have little chance of being addressed – to „triage.‟ Even cases with losses 

approaching $500,000 are much less likely to be accepted for investigation than before 9/11.” As 

reported in Shukovsky, Paul, Johnson, Tracy and Daniel Lathrop, April 11, 2007, “The FBI's terrorism 

trade-off,” The Seattle Post-Intelligencer, accessed September 09, 2008, from 

http://seattlepi.nwsource.com/printer2/index.asp?ploc=t&refer=http://seattlepi.nwsource.com/national/

311046_fbiterror11.html. 

20
 Based on base offence of 6 level from the D.O.J. Prosecuting IP Crimes Manual, available from 

http://www.usdoj.gov/criminal/cybercrime/ipmanual/08ipma.html. 

21
 U.S. v. Meng, Criminal case 5:04-cr-20216-JF-1  (Northern District of California, filed December 

16, 2004] 

22
 The Wilcoxon signed-rank test compares the difference between the values of each pair.  According 

to SPSS online help topic Wilcoxon Matched-Pairs Signed-Rank Test, “all nonzero absolute differences 

are then sorted into ascending order and ranks are assigned.”  The sum of the ranks for positive and 

negative differences are calculated as is the average positive and negative rank.   The test statistic is as 

follows: 

 

http://nsi.org/Library/Espionage/usta.htm
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min(Sp ,Sn )  (n(n  1) /4)

n(n  1)(2n 1) /24  (t j
3
 t j ) / 48
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l


where

n  number of cases with non  zero differences

l  number of ties

t j  number of elements in the j  th tie, j  1,...,l

Sp  sum of positive ranks

Sn  sum of negative ranks

 

23
 Zwillinger and Genetski [2000], p. 341. 

24
 Green et al [2000], p. 276. 

25
 Zwillinger and Genetski [2000], p. 353. 

26
 See Carr et al [2000] for a discussion on the goals and controversy of the EEA. 


